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Introduction

Ransomware is an increasing threat and has cost 
organizations millions of dollars. When an organization does 
not have backups that are inaccessible to the attackers, the 
disruption of loss of operations and loss of customer data 
is often significant and publicly embarrassing. One of the 
most compelling reasons to having data and processes in 
the cloud is that cloud providers supply easy-to-use backup 
options and the ability to quickly restore systems to an 
earlier version. When an organization’s backup is run by the 
cloud provider, it is beyond the reach of criminals who would 
engage in extortion and ransomware.

While moving data to the cloud solves many problems, it 
sometimes results in new challenges and organizations need 
to be aware of configuration options and activity monitoring 
that are unique to cloud providers. SecureCloudDB is here 
to help ensure that the data you’re responsible for remains 
secure as it moves to the cloud, both through use of our 
software, and as a trusted advisor regarding data security 
needs.
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Ransomware Defined

Ransomware is usually defined as a type of malicious software that denies organizations and individuals access to their 
data or computer system/device unless a payoff is made. However, ransomware is not just malware. It’s often part of an 
actual intrusion. Per Microsoft’s Digital Defense Report, “Ransomware’s economic model capitalizes on the misperception 
that a ransomware attack is solely a malware incident, whereas in reality ransomware is a breach involving human 
adversaries attacking a network.”

Typically, once a system has been infiltrated and the network has been 
taken over, data is encrypted and cannot be decrypted by anyone other 
than the attacker. Information may also be removed from the system. 

The payments demanded through this extortion tactic can increase over 
a period of time until the ransom is paid in full. Payments in the form of 
cryptocurrency (e.g., Bitcoin) are often required due to the anonymity 
digital currencies afford recipients; in some instances, gift cards have 
been required. The idea is that once a ransom is paid, the data is decrypted 
and the system is unlocked. If not paid, the data is rendered useless and 
will no longer be recoverable OR it will be released to the internet for sale 
and is often listed for free. 

According to The State of Ransomware 2020, an independent survey commissioned by endpoint and network security 
provider Sophos, half of organizations reported suffering a ransomware attack in 2020; nearly three quarters of the 
attacks utilized encryption. 

“Ransomware’s economic 
model capitalizes on the 
misperception that a 
ransomware attack is solely a 
malware incident, whereas in 
reality ransomware is a breach 
involving human adversaries 
attacking a network.”

http://www.secureclouddb.com
https://www.microsoft.com/en-us/security/business/security-intelligence-report
https://secure2.sophos.com/en-us/content/state-of-ransomware.aspx#formFrame
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The Many Faces of Ransomware

Ransomware can infiltrate a system in a number of different ways. 
Popular dissemination tactics include but are not limited to: 

Social engineering

Bad actors look for the weakest link 
within a company through social media 
(LinkedIn, Facebook, etc.) to find 
information about an organization’s 
team members leading to an attempt 
to gain the target’s trust, eventually 
ending in that person accidentally 
opening a malicious file or link.

(Spear) phishing 
emails are an 
example of social 
engineering where 
recipients are 

invited  to click on links that redirect to 
a malicious web page or to download 
and open attachments containing 
malicious code or trojans.  

For example, Ryuk is a strain of 
ransomware that gained prominence 
in 2018. It’s often introduced into 
a system via a weaponized email 
attachment that, once opened, 
executes a trojan which introduces 
additional malware that collects admin 
credentials. Once elevated privileges 
are obtained, the attack chain expands 
to other areas of the network before 
activating the ransomware.   Ryuk 
can also be deployed via drive-by 
downloads, where attackers secretly 
and automatically download malware 
when an individual visits a site not 
known to be infected.

Exploiting network 
vulnerabilities

Malware is inserted via misconfiguration 
or other vulnerability (e.g., unpatched 
VPN software, misconfigured firewalls); 
not only is the target system affected, 
any mapped drives or network-
connected device may be infected as 
well.  

The WannaCry ransomware attack took 
advantage of an unpatched weakness 
in the Microsoft Windows operating 
system Server Message Block, a 
network file sharing protocol that allows 
access to files on a remote server.  

The exploit, known as EternalBlue, 
allowed attackers 
to gain access to 
and spread across 
networks through 
remotely executed 
code. To deliver 
WannaCry, hackers used DoublePulsar, 
a backdoor engineered by the National 
Security Agency. Through EternalBlue, 
the ransomware spread to every other 
unpatched, internet-exposed computer.

Self-propagating

Malicious code is spread through 
syncing and sharing via flash 
drives and networks.

As an example, 
Virlock is a type 
of ransomware 
that spreads 
through cloud storage and 
collaboration applications.  

If a user who is synced to other 
users in the cloud via shared files 
such as Google Docs gets infected, 
Virlock can spread via the cloud 
to infect the others who are 
connected. 

The State of Ransomware 2020 survey found that ransomware predominantly infiltrated organizations via a file download/
email with a malicious link, accounting for 30% of incidents. Other key avenues of access included by remote attack on 
server and by email with malicious attachments, comprising 21% and 16% of incidents, respectively. Misconfigured public 
cloud instances accounted for 9% of incidents. According to Microsoft’s Digital Defense Report, “The malware used in 
these [ransomware] incidents is usually delivered through spear phishing or by exploiting public-facing applications.”

http://www.secureclouddb.com
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How It’s Executed

Phishing attacks and attacks that exploit system vulnerabilities require reconnaissance such 
as harvesting email addresses and other relevant information in order to lure individuals into 
clicking on the bait. Once a system is exposed, the attack follows the following process:

1. Infiltrate - Cyber criminals may begin their attack by opening up an organization’s databases 
and backups to the public so the data in them can be downloaded off site before being 
encrypted, disabled or deleted from the organization to prevent recovery. In this case, after 
backups have been stolen and made inaccessible to the organization, the attacker will move 
forward with initiating the ransomware attack. 

In an Advanced Persistent Threat (APT), a bad actor may get into an environment and 
monitor activity and access behind the scenes for months in order to gradually expand their 
reach and multiply the damage they can inflict. 

Alternatively, the attack may happen quickly; according to Microsoft, “In some instances, 
cybercriminals went from initial entry to ransoming the entire network in less than 45 
minutes.” 

2. Infect - When ransomware has infiltrated a system, malware is installed. Ransomware can 
exist undetected on a system until the attacker has achieved maximum exposure.

3. Create keys - Once deployed, ransomware connects to the attacker’s command and control 
server to create cryptographic keys. Attackers may show patience in passing encrypted key 
fields throughout the system in order to remain undetected while they spread throughout a 
system in preparing to not only disable databases but also their backups. 

4. Encrypt - Data (and backups) are encrypted. 

5. Extort ransom - As soon as the encryption process is complete, payment instructions are 
provided and scare tactics, such as threats to publicly expose information or delete chunks 
of data if not paid by certain deadlines, are used to coerce the victim into payment. 

6. Restore - Typically, once attackers receive payment they decrypt the data or provide the 
victim with decryption keys in order for functionality to be restored. Can organizations be 
completely certain that the ransomware is removed and the data isn’t held elsewhere or 
released on the dark web once they’ve paid the ransom? Unfortunately, no, which is why it’s 
so important to do everything possible to mitigate and if possible prevent a ransomware 
attack.

In its Digital Defense Report, Microsoft notes, “More threat actors are using open-source tools 
like Cobalt Strike, MimiKatz, ProcessHacker, and LaZagne to initiate the attack that ultimately 
delivers ransomware payload. [...] While initial entry vectors can vary, such as through 
unpatched vulnerabilities, the biggest factor leading to success in moving through multiple 
systems and deploying ransomware is the cybercriminal’s ability to gain access to highly 
privileged account credentials.”

http://www.secureclouddb.com
https://www.microsoft.com/en-us/security/business/security-intelligence-


6

Caught in the Cross Hairs

According to a release from the U.S. Department of the Treasury’s Office of Foreign Assets Control (OFAC): “In recent 
years, ransomware attacks have become more focused, sophisticated, costly, and numerous. According to the Federal 
Bureau of Investigation’s 2018 and 2019 Internet Crime Reports, there was a 37 percent annual increase in reported 
ransomware cases and a 147 percent annual increase in associated losses from 2018 to 2019.”

Attackers do not discriminate, although it appears focus has shifted over the years from targeting individuals to 
organizations who can make bigger payoffs and opt to do so to avoid downtime and the expense of rebuilding. It seems 
bad actors have begun to favor opportunities that enable them to maximize profits. 
 
While ransomware attacks have been carried out against companies of all sizes across all industries throughout the 
world, The State of Ransomware 2020 survey suggests organizations in the media, leisure, and entertainment sector 
were hit hardest with ransomware attacks, with the IT, technology and telecom sector and energy, oil/gas, utilities sector 
close behind. 
 
This is on top of a barrage of news headlines highlighting attacks carried out on the healthcare as well as state and local 
government sectors. According to Comparitech research, there were 172 ransomware attacks against U.S. healthcare 

organizations over a four year period starting in 2016 that cost the industry 
more than $157 million.
 
Interestingly, of all the The State of Ransomware 2020 survey respondents 
who fell victim to a ransomware attack and had their data encrypted, 35% 
said data in the public cloud was affected while 24% said data in both the 
public and private cloud as well as on-premises was affected. Nearly six in 10 
successful ransomware attacks (59%) include data in the public cloud.*

As more organizations move more critical operations to the cloud, it’s reasonable to assume that the next generation of 
ransomware attacks will increasingly focus on data in the cloud. The more reliant an organization is on a system, the more 
appealing it becomes from an attack perspective, and hackers are looking for mistakes and misconfigurations to exploit. 
Moreover, the public cloud could provide access to many more victims than otherwise may be possible via an on-premises 
data center breach. 

Examples of Major Attacks

MongoDB

Specific databases may be targeted because attackers are aware 
of entry points due to human error. In one recent attack occurring 
in the summer of 2020, close to 23,000 MongoDB databases were 
the focus of a ransomware campaign. The attack centered on 
using an automated script to find databases left open without a 
password so that they could be wiped clean of any data, requiring 
the victim to pay 0.015 bitcoin (equivalent to $565 USD in January 
2021) to get the information back. If payment wasn’t made within 

“Nearly six in 10 
successful ransomware 
attacks include data 
in the public cloud.”

*It’s possible some respondents equated cloud-based services (e.g., Google Drive) and cloud backup (e.g., Veeam) with “public cloud”, rather than focusing solely on cloud providers 
such as AWS and Azure.

http://www.secureclouddb.com
https://home.treasury.gov/system/files/126/ofac_ransomware_advisory_10012020_1.pdf?_sm_au_=iVVLSMkbnTNQDfnMvMFckK0232C0F
https://www.comparitech.com/blog/information-security/ransomware-attacks-hospitals-data/
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How To Prevent / Mitigate Ransomware Attacks In The Public Cloud

Under the shared responsibility model, cloud providers alleviate some of the operational burden placed on organizations. 
For example, AWS “operates, manages, and controls the components from the host operating system and virtualization 
layer down to the physical security of the facilities in which the services operate.” This means organizations are 
responsible for protecting the data and workloads they store in the cloud. Per AWS, “Customers are responsible for 
managing their data (including encryption options), classifying their assets, and using AWS Identity Access Management 
(IAM) to apply the appropriate permissions.”

There are a number of steps an organization should take to create a layered defense strategy and ward against 
ransomware attacks and mitigate the fallout of attack should an organization be victimized. The following are best 
practices specific to protecting data where it is held - in public cloud databases and their backups.

Mandate configuration checks - as attackers look for any available opportunity to infiltrate, it’s critical to minimize 
human error. In the public cloud, it can be tricky for organizations to track and confirm configurations. Automating 
access management ensures key factors such as provisioning, de-provisioning, authentication and authorization, and 
administration are executed in repeatable ways that aren’t prone to human error.

Regularly run vulnerability assessments - The cloud is dynamic and agile; the larger an environment is and the 
more that it changes, the larger an organization’s risk profile grows. For example, in the cloud, if IP addresses aren’t locked 
down and passwords are weak, it’s easy for attackers to steal data without having to hit anything else. We recommend 
running a variety of automated vulnerability assessments regularly, ideally scanning daily. 

Segment data - Separate data in isolated systems that have no connections to external links in order to make it more 
difficult for hackers to encrypt enough information to create leverage. 

• Amazon Virtual Private Clouds (Amazon VPCs) - To reduce ransomware’s ability to spread across AWS environments, 
segment Amazon VPCs into isolated components, either by security groups and network access control lists (ACL). 

• Protect backups - Storing backups in a separate air-gapped part of the environment can offer a simple yet powerful 
protection method to ensure backups’ resilience against ransomware. Encrypting backups can also help ensure 
that if a backup is stolen the attacker cannot access the data within it. Finally, if an organization must recover from 
a backup, don’t assume that the backup is free of malware. Malware can lay dormant within a backup meaning that 

48 hours, the data was to be published and GDPR 
enforcement authorities to be notified. 

Misconfigured databases are a constant source of 
data breaches and are ripe for ransomware attacks. 
Hotel franchisor Choice Hotels found a ransom note 
demanding 0.4 Bitcoin in the Summer of 2019 after 
it was discovered close to three quarters of a million 
guest records were taken from a publicly available 
MongoDB database. 

Garmin

Mid-2020, Garmin fell victim to a ransomware attack via Evil 
Corp’s WastedLocker, in which their systems were locked 
down. This led to an outage for Garmin’s global positioning 
devices leaving everyone from individual consumers to 
governments and enterprise organizations with little to no 
navigation capabilities for multiple days. WastedLocker 
campaigns are customized for each target, but often begin 
with abusing stolen login credentials, some of which may 
contain administrator privileges. Unable to recover any 
backups and left with no other option Garmin reportedly paid 
its attackers $10 million dollars to recover their systems. 

http://www.secureclouddb.com
https://d1.awsstatic.com/WWPS/pdf/AWSPS_ransomware_ebook_Apr-2020.pdf
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upon recovery the organization could be left in the same spot. Please note that services such as AWS can have a 
monthly cost associated with backup storage and recovery charged per gigabyte of data.

Manage and track access -  Proactively control permission levels and define who has access to certain systems 
and data; limit privileges, such as admin privileges and apply the principle of least privilege. Also, randomize admin 
passwords. Require multi factor authentication. In AWS, set strong IAM policies. 

• Some strains of ransomware are designed to use a system 
administrator account to perform their operations. 
With this type of ransomware, decreasing user account 
privileges and terminating all default system administrator 
accounts can create an extra security roadblock.

• Revoking user access immediately after an employee is no 
longer with the organization can ensure no accounts are 
ignored within the environment.

• Two Factor Authentication can help protect account 
access even if a password has been compromised.

• Enforcing a two (or more) person rule for access to 
critical operations, so no single user has access to the full 
environment, can help mitigate the worst attacks.

Monitor activity - Verify whether activity is normal or a threat. Check to see who is doing what within the database; 
is someone online at odd hours? Is there a user in the system making changes who shouldn’t be? Employing real-time 
activity monitoring and alerting can empower organizations to promptly take action. 

Maximize backup retention, minimize recovery point objective - To ensure recovery from the most recent 
restore point, an organization’s recovery point objective should be as frequent as is believed is necessary and legally 
allowed by GDPR and other regulatory frameworks. Additionally, retention of backups should be as long as legally allowed 
to maintain.

Ongoing security training - Create a people perimeter through security training. Every employee should receive 
security training when they are onboarding with the company or move to a new position, and at least once per year 
after that. The more frequent training or reminders there are, the more top of mind security can be (e.g. semi-annual 
cybersecurity training and more frequent password update requirements). Recognize that security training is not a 
one-size-fits-all approach. It’ll be most effective if it’s tailored to the specific requirements of a position or job function. 
Testing employees is a common way to confirm the level of employees’ security understanding and whether adjustments 
need to be made.

• Have a recovery plan in place - As a worst case scenario a recovery plan can mean the difference in recovering the 
system within 8 hours vs. 8 days. A few recommendations for practicing a real-world scenario include:

 ȿ Proper notification of team members that are crucial in discovery and recovery.

 ȿ A chain of decision making on who makes the decision to recover data from backups, alert authorities, etc.

 ȿ How databases will be recovered onto the environment and testing to ensure the integrity of backups before 
coming back online.

 ȿ User notification and password resets, helping ensure that any stolen data is no longer usable.

• Document and train on remediation - If misconfiguration is detected it can open an organization up to ransomware 
attacks. Ensuring that a breach in configuration is addressed swiftly can ensure that an environment isn’t being 
opened to ransomware attacks.

“Some strains of ransomware are 
designed to use a system administrator 
account to perform their operations. 
With this type of ransomware, 
decreasing user account privileges 
and terminating all default system 
administrator accounts can create 
an extra security roadblock.”

http://www.secureclouddb.com
https://aws.amazon.com/backup/pricing/
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How SecureCloudDB Can Help

Protecting against ransomware starts with SecureCloudDB. Whether it’s poorly configured databases, weak passwords/
encryption or a forgotten database left wide open, events have shown us that being ahead of any ransomware threat and 
knowing what’s happening in the environment is key to countering it.

SecureCloudDB offers protection through Foundational Security inventory providing a synopsis of all databases across all 
regions and accounts. Additionally, with SecureCloudDB’s Operational Security monitoring, organizations are able to get a 
real-time overview of the activity within their environment across all services.

Continuous Monitoring Through Regular Risk Assessments
SecureCloudDB performs an ongoing risk assessment on organizations’ environments against proprietary benchmarks, 
providing an overview of vulnerabilities across services, accounts, and regions as well as the ability to track overall risk-
reduction progress. The Risk Assessment runs based on our security rules for scoring and focuses on:

Auditability — ranks the ability of an external system to determine whether or not a system is secure. For example, 
ensuring that log_duration is enabled so that SQL statement durations are logged would boost the score.

Business Continuity — is an organization’s ability to ensure operations and core business functions are not severely 
impacted by a disaster or unplanned incident that can take 
critical systems offline. An example that would boost an 
organization’s ranking would be enabling instance deletion 
protection to prevent inadvertent loss of data.

Data Exposure — grades how likely it is that data will be 
exposed to someone outside of authorized organizations.  
An example would be ensuring password complexity is in 
place for all database services.

Data Protection — classifies the encryption level of data. 
Ensuring encryption at rest or using SSL are only two of 
many ways to boost the data protection score.

Manage Inventory and Track Access
SecureCloudDB’s User Assessment report analyzes the users that are able to access an environment and identifies 
privileged users with elevated permissions. Proactively reviewing permission levels and access for users within the 
organization can help preemptively identify rogue accounts which may be preparing to mount a ransomware attack.

Additionally, SecureCloudDB provides an inventory of an organization’s databases across multiple cloud accounts, 
an overview of where data is located through the Database Sovereignty report, and a point-in-time snapshot of an 
organization’s encryption posture across all accounts through the Encryption Status report. A full inventory of backups 
across different services, which includes a view on whether or not backups are disabled and encrypted, as well as a 
Backup Sovereignty report are also available.

http://www.secureclouddb.com
http://help.secureclouddb.com/rules/cisPostgreEnsureLogDurationEnabled.html
http://help.secureclouddb.com/rules/auroraEnsureDeletionProtectionIsEnabled.html
http://help.secureclouddb.com/rules/auroraEnsureDeletionProtectionIsEnabled.html
http://help.secureclouddb.com/rules/cisMySqlCheckPasswordComplexity.html
http://help.secureclouddb.com/rules/awsRedshiftEnsureEncryptionAtRest.html
http://help.secureclouddb.com/rules/cisPostgreCheckSslIsEnabled.html
http://help.secureclouddb.com/guide/reports/user_assessment.html
http://help.secureclouddb.com/guide/inventory/databases.html
http://help.secureclouddb.com/guide/reports/database_sovereignty.html
http://help.secureclouddb.com/guide/reports/encryption.html
http://help.secureclouddb.com/guide/inventory/backups.html
https://help.secureclouddb.com/guide/reports/backup_sovereignty.html
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Monitor Database Activity
Database Activity Monitoring provides a real-time 
view of the activity happening within the environment, 
helping identify anomalous behavior by monitoring 
Insert, Modify, or Delete actions.  Break activity down 
by criteria such as actions, services or sovereignty and 
drill down into each query or view activity over time.

Mandate Configuration Checks
Out of the box, upwards of 100 different rules are 
offered based on AWS benchmarks, CIS benchmarks 
and other authoritative sources. The proprietary rules 
engine identifies vulnerabilities that could be exploited 
within services and any misconfiguration with security 
and compliance requirements. Security rules offer 
remediation details and the option to create Lambda 
functions to enable automated remediation using 
CloudFormation templates.

Examples of proprietary rules that can protect against ransomware attacks include:

• Disabling xp_cmdshell within MySQL databases.

• Ensuring data is segmented behind a VPC for RedShift, ElastiCache and Elasticsearch.

• Ensuring password access, complexity and expiration are set for MySQL databases.

• Ensuring no users have wildcard hostnames.

• Setting auto-backup and backup retention for RedShift.

If conformance with a specific compliance framework is not supported by out-of-the-box rules, create custom rules using 
JavaScript, which allows parameters to be set for just about anything in the environment using your own benchmarks and 
compliance frameworks.

Policies and Alerting
SecureCloudDB policies can be composed of security rules or specific database activity and are used to create alerts. 
When anomalous activity is detected, or a security rule is breached, a corresponding alert is sent via email or AWS 
Security Hub based on the criteria that has been set.

For security rule alerts, criteria can be set for one, some, or all rules (out of the box and custom) within SecureCloudDB 
allowing rules to be grouped together into multiple policies. Group and organize policies based on compliance frameworks 
or benchmarks. 

Examples of security rule policies that can be set to detect signs of a ransomware attack include:

• Detecting if a backup has been made public.

• Detecting if database backups have been disabled.

• Alerting to specific rule breaches based on AWS, CIS or your own benchmarks/frameworks.

http://www.secureclouddb.com
https://help.secureclouddb.com/guide/dashboards/activity_monitoring.html
https://help.secureclouddb.com/rules/index.html
https://help.secureclouddb.com/guide/aws/remediations.html
https://help.secureclouddb.com/guide/aws/remediations.html
http://help.secureclouddb.com/rules/cisSqlServerEnsureXpCmdshellConfigIsDisabled.html
http://help.secureclouddb.com/rules/awsRedshiftEnsureInstanceBelongsToVpc.html
http://help.secureclouddb.com/rules/elasticacheForRedisEnsureClustersAreBehindVpc.html
http://help.secureclouddb.com/rules/elasticsearchEnsureDomainIsBehindVpc.html
http://help.secureclouddb.com/rules/cisMySqlEnsurePasswordsAreSetForAllUsers.html
http://help.secureclouddb.com/rules/cisMySqlCheckPasswordComplexity.html
http://help.secureclouddb.com/rules/cisMySqlCheckDefaultPasswordLifetime.html
http://help.secureclouddb.com/rules/cisMySqlEnsureNoUsersHaveWildcardHostnames.html
http://help.secureclouddb.com/rules/awsRedshiftEnsureClusterBackupIsEnabled.html
http://help.secureclouddb.com/rules/auroraEnsureBackupRetentionTimeMatchesPolicy.html
http://help.secureclouddb.com/guide/rules/custom.html
http://help.secureclouddb.com/guide/aws/security_hub.html
http://help.secureclouddb.com/guide/aws/security_hub.html
https://help.secureclouddb.com/rules/index.html
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Database activity monitoring policies allow criteria to be set based on different activity happening in and around the 
database. Set policies based on common activity such as the times/dates actions are performed or based on specific 
services within the environment. 

Examples of database activity monitoring policies that can be set to detect signs of a ransomware attack include:

• Changes performed at odd hours.

• User roles performing atypical or low-level changes.

• Anomalous activity across multiple databases or regions at the same time.

Forensic Analysis
If an attack were to surface, SecureCloudDB logging is available with an organized and detailed breakdown of activity 
within the organization. Activity logging can be used to review the source of the attack, whether it’s foreign or domestic 
and provides an easy-to-compile data source that can be provided to law enforcement or the forensic investigation team. 
This includes logging from the start of an alert for a detected rule or activity breach and details of the specific activity 
performed that caused the alert to activate.

Stopping Ransomware Attacks Takes Teamwork
Request a demo of SecureCloudDB or activate a free trial today.

http://www.secureclouddb.com
https://www.secureclouddb.com/demo
https://app.secureclouddb.com/a/free-trial-registration


About SecureCloudDB

Cloud security is constantly evolving. In fact, 84% of organizations say traditional security solutions 
don’t work in cloud environments. We see that as an opportunity to help. 
 
At SecureCloudDB, we pride ourselves on solving the biggest problem in the public cloud: keeping 
valuable data safe. At our core, SecureCloudDB operates on innovation - it’s what drives us to deliver 
cybersecurity solutions with enterprises, auditors and managed service providers in mind. Through our 
namesake SaaS platform, we deliver cloud database security effectively and noninvasively. Our layered 
approach includes Foundational and Operational Security, which ensures all database elements are 
identified and secured while empowering organizations to discover and mitigate threats in real time 
through Database Activity Monitoring and alerting.  
 
SecureCloudDB was founded by a team of expert software developers and engineers with more than 60 
years of experience building and running security solutions. The group is headquartered in Rochester, 
New York and has offices in Nevada and Washington as well as Argentina. SecureCloudDB is the only 
security tool that empowers users to manage cloud database risk.           

*Crowd Research Partners.

*

www.SecureCloudDB.com
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https://crowdresearchpartners.com/portfolio/cloud-security-report
https://www.youtube.com/channel/UClS5ge88AIcqLugNS_2pguA/
https://www.linkedin.com/company/SecureCloudDB
https://twitter.com/SecureCloudDB
https://www.secureclouddb.com/
https://www.secureclouddb.com/

