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Introduction

Over the past decade, a significant portion of IT infrastructure has moved 
from proprietary data centers into public clouds. This move requires 
examining the technique used to manage and secure these resources. Much 
has already been done around securing the operating systems and even the 
networks in these new environments. However, efforts continue to lag when 
it comes to the changes required to secure databases as they move into the 
public cloud.

Organizations have only taken the initial steps in moving to the public cloud. 
As of 2020, less than 20% of infrastructure has moved over. Undeniably, that 
number will grow quickly every year for the next few decades.

The life cycle of securing data as it sits in public cloud databases remains 
very similar to the life cycle of securing data as it sits in on-premises 
databases: inventory, assess security, remediate the problems, monitor user 
activity, and repeat. Yet how each of those steps are taken in the public cloud 
is dramatically different. 

The Life Cycle of Securing Data

In this white paper we will explore how the architecture of the public cloud 
differs from on-premises databases and how to best manage cloud database 
security.
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Databases in the Public Cloud are Different

Consider how databases exist in the cloud. The first point to consider is that 
the actual database systems have changed. In the data center, databases 
were typically large monolithic RDBMS with the leading systems being 
Oracle, Sybase, IBM DB2, and Microsoft SQL Server. Few people are running 
Oracle, Sybase, or IBM DB2 in the public cloud. These systems simply don’t 
lend themselves to the new cloud architectures. New types of databases 
have emerged as the leaders. In the public cloud, RDBMS are mostly systems 
such as MySQL, PostgreSQL, and Amazon Aurora. As well, data has moved 
into NoSQL databases such as Amazon DynamoDB, into warehouses such 
as Amazon Redshift, and into in-memory databases such as Amazon 
ElastiCache. Securing data in the public cloud requires looking at and 
focusing across many new database types and engines.

The second point to consider is how data and databases live in the public 
cloud. In the data center, databases were monolithic and static. A database 
server was a physical device with an overpowered CPU, memory and 
operating system with complex disk storage and network cables running 
out of the back of a rack. Once a database was set up, it was there for 
years. In the public cloud, how a database exists is fundamentally different. 
Databases can be scaled up and down dynamically when needed. When a 
database fails, it is recommissioned and a fresh database is created from a 
backup. Databases such as Amazon Redshift run as clusters that have nodes 
that are spun up and torn down as needed. Consider the complexity of how to 
inventory, validate the security of, and monitor nodes that are dynamic and 
ephemeral.

Finally, consider the difference in how database access is controlled in 
the public cloud. In the database center, database security was often lax 
because databases were buried far behind layers of firewalls. Databases 
were rarely exposed directly to the public internet. This strategy continues 
to become less effective as devices continue to become more exposed to 
each other. As a result, a new idea of zero trust has emerged. According to 
CloudFlare: 

Zero trust security is an IT security model that requires strict identity 
verification for every person and device trying to access resources on a 
private network, regardless of whether they are sitting within or outside 
of the network perimeter. ... Traditional IT network security is based on 
the castle-and-moat concept.

“ 

Zero trust security...
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verification for every 
person and device 

...regardless of whether 
they are sitting within or 

outside of the network 
perimeter. ... Traditional 

IT network security is 
based on the castle-

and-moat concept.”

https://www.cloudflare.com/learning/security/glossary/what-is-zero-trust/
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Public clouds are shared resources. Adopting this concept of zero trust 
security for your databases is now a requirement. When moving databases to 
the public cloud, organizations will need to adopt new procedures, policies, 
and products to be successful. However, the net effect will be much more 
robust and reliable security. Now is the time to learn how to navigate this 
new world and get proper security in place before poor security can lead to a 
data breach. 

Inventorying Databases

Databases proliferate, spread and can be hard to keep track of as they sprawl 
across an organization. Yet in order to even begin securing the data in an 
organization, a complete and accurate living inventory must be taken.

In the data center, this was accomplished using a few methods. One method 
was to simply keep a list of databases. Whenever someone ordered a 
database server, it was recorded and registered. This was manageable 
because it was the IT department that was purchasing and installing 
the database, plugging it into a wall, and even giving it an IP address. 
The inventory of databases could be managed within a CMDB (Change 
Management Database) as simple as a spreadsheet. This method, however, 
was not perfect as it still didn’t handle the databases as they changed and 
morphed.

Another method was to run a “scanner” that would check IP addresses and 
ports. The scanner would take an IP range, then send packets to each IP in 
the range. If a server responded to the scanner, the scanner would attempt 
to interrogate the server to determine what services were on the server. For 
example, it would try to connect to port 1521 to see if an Oracle database was 
on the server. Or it would try connecting to port 1433 to see if a SQL Server 
existed.

These methods simply won’t work in a public cloud environment. An 
organization typically has many public cloud accounts across many regions. 
A large organization likely has thousands of AWS accounts across hundreds 
of development teams. As well, they may have a similar number of Microsoft 
Azure accounts, Google Cloud Platform accounts, and others. Running IP 
scanners and relying on the IT department to manually track databases isn’t 
possible against the sheer number of databases in public cloud accounts. A 
new method must be used. 
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In the public cloud, an inventory can be created by collecting the list of cloud 
accounts (along with read-only credentials for each account) and querying 
the APIs for each of the different possible database types. This requires 
being familiar with all the various database options available from each cloud 
vendor. Category types include:

• RDBMS (relational database management systems)
• No-SQL databases
• Data warehouses
• Unstructured databases

The cloud offers a robust, complex new set of options. Knowing each and 
every one available by each cloud vendor requires extensive knowledge.

Additionally, this inventory needs to be done on a continuous basis in order 
to detect when a database is added, deleted or changed, and monitor as new 
nodes are added to a cluster. The goal is to collect a complete list of all the 
databases across all these public cloud accounts, including when they were 
created and deleted, what their state looked like as well as how it changed 
as they existed. This is not a task that can be accomplished using manual 
methods. This task requires constant querying and updating to ensure 
nothing is missed. Ultimately, when you look at the inventory, you need to 
be able to see what it looked like over a period of time. For example, were all 
the nodes in the cluster properly secured and were any accessed or attacked 
over the past thirty days, even if that particular node no longer exists.

Assessing the Security of 
Public Cloud Databases

After creating an accurate inventory, the 
next step in the life cycle of cloud database 
security is to verify that each database is 
properly configured. Recall cloud databases are ephemeral - that they are 
designed to be spun up, restored, and torn down quickly and easily. It’s not 
enough to simply check what’s running at this minute. Organizations need to 
be able to see what was running yesterday, or even a week or month ago in 
order to provide assurance that each database was properly secured, wasn’t 
attacked, and remained safe. Asking the question, “What is not properly 
secured right now?” only addresses part of the issue. You also need to ask, 
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“What hasn’t been properly secured over the past day, week, or month?”.

To help answer those questions, the following security configuration checks 
should be run:

• Verify that access to the database is properly controlled
• Review IAM users in the AWS account
• Ensure auditing is enabled

Verify that access to the database is properly controlled
This includes verifying how network traffic and access is limited to the 
database. An application server should be able to access the database. 
DBAs and DevOp engineers may need to access the database. However, 
other access should be limited. Public clouds provide fine-grained access 
controls over network traffic and very robust micro-segmentation. This is 
great, but it also means organizations need the expertise to evaluate proper 
configuration.

Consider a typical AWS environment - there are Network ACLs, Security 
Groups, DB Security Groups, and then at the database level there are 
numerous configuration options to enable network access. All of these 
options need to be addressed in order to get the true network access 
controls correct.

Review IAM users in the AWS account
IAM users become an additional attack vector for databases. If an attacker 
gains control of AWS credentials, the capabilities of the AWS control 
plane can be used to reset the DBA password or take a complete copy of 
the database, download it offline, and crack passwords or access the data 
indirectly.

It’s crucial to understand if someone left your organization and retained 
access. Imagine some developer had an IAM user in one of the many AWS 
development or test accounts. When he or she left, was a backdoor left 
open?

Ensure auditing is enabled
It’s very important to ensure actions within the database are recorded so 
that if (when) an attack occurs, it is possible to track down the source of 
the attack and the extent of the damage. Different database types have 
disparate auditing systems and logs. Some are more robust than others. 
Understanding the limits of each, what’s appropriate and necessary, and how 
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to enable logs is another complex task that requires deep understanding of 
each available option.

While some configuration checks require a fair amount of digging and 
expertise in the cloud, upgrading and staying current with new database 
releases has been simplified. In the data center, one of the most important 
(and onerous) tasks in maintaining database security was applying patches. 
Fortunately, this problem is essentially fixed in the cloud. Because you can 
reprovision your database easily, the task of upgrading to the latest patchset 
or version is less demanding. 

Monitoring Activities

Database Activity Monitoring (DAM) is common within data centers. There 
are various options available for the data center including ingesting audit 
logs, proxying network traffic, and even reading memory logs to find SQL 
statements. These all are inadequate in the public cloud environment. New 
databases systems such as Amazon Aurora and Amazon Redshift require 
new methods to access logs files. Systems like Amazon DynamoDB require 
monitoring the AWS APIs. Attempting to monitor network traffic in a public 
cloud is very messy and simply won’t scale properly. 

Database Activity Monitoring in the public cloud should be built from the 
ground up to adjust as needed for the new database systems. DAM must 
be designed to shift and adjust as nodes in a cluster shift and adjust. DAM 
needs to be capable of handling Amazon RDS Multi-AZ deployments. All 
these complications require a system architected and designed with these 
challenges in mind.

Fortunately, there is a solution that simplifies the management of cloud 
database security. 

SecureCloudDB: Dynamically Managed Public 
Cloud Database Security

SecureCloudDB is designed from the ground up to handle database security 
in the public cloud. New cloud technologies need software solutions that 
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can handle new architectures such as monitoring Amazon DynamoDB 
APIs, adjusting to monitor clusters such as Amazon Redshift, and even 
accommodating the changes that come with Amazon RDS and new database 
types. Legacy technologies simply won’t work because they have to be 
shoehorned to fit cloud requirements and will fail to protect your crown 
jewel, the data stored in your cloud databases.

SecureCloudDB starts by inventorying all the various database types within 
your AWS environment including Amazon RDS, Amazon Redshift, Amazon 
DynamoDB, Amazon ElastiCache, and other sources. It is designed to scale 
to thousands of AWS accounts and hundreds of thousands of databases. It 
uses the AWS API to gather the list and regularly queries the APIs to maintain 
a dynamic inventory with full historical context.

Through security violations assessment, SecureCloudDB checks each 
database discovered to determine if it’s securely configured including:

• Assessing the network configuration
• Validating audit logs
• Testing password strength
• Reviewing backup security
• Reviewing user rights
• and much more

Don’t forget about new attack vectors such as AWS IAM users and theft of 
Amazon RDS backups. SecureCloudDB gets this right for you out of the box.

Take advantage of techniques that make rolling out and maintaining security 
easy, scalable, and manageable. For each database, SecureCloudDB uses 
light-weight proxies that do not require opening up access to the databases 
in unsafe ways. These simple proxies push security data safely from the 
database and are rolled out using one-click CloudFormation Templates.

Additionally, custom risk scores are generated using a proprietary 
methodology that analyzes the number and severity of security violations 
in addition to other indicators. SecureCloudDB’s risk summary analysis 
identifies high risk areas that pose a substantial threat so that action may be 
taken. 

Finally, SecureCloudDB help you monitor databases through time-saving and 
easy-to-use dynamic dashboards and reports. Comprehensive intel provides 
a past and present perspective via summary and detailed views, allowing 
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organizations to easily communicate security posture to both technical and 
non-technical stakeholders.

Summary

It’s critical to create a strategy that addresses issues specific to cloud 
database security while they are manageable. Each year, more and more 
infrastructure will move into the cloud. By solving the problem today, you 
save your organization from being overwhelmed in the future. Retrofitting 
security once a majority of databases move into the public cloud will be too 
onerous. Start today and ensure you can keep the data within your databases 
properly protected.

Request a Demo to See SecureCloudDB in Action

https://www.secureclouddb.com/demo-request


About SecureCloudDB

Cloud security is constantly evolving. In fact, 84% of organizations say traditional security solutions 
don’t work in cloud environments. We see that as an opportunity to help. 

At SecureCloudDB, we pride ourselves on solving the biggest problem in the public cloud: keeping 
valuable data safe. We believe there is a better way to do cloud database security; a more valuable, less 
invasive way where customer trust is earned and kept. Focusing on cloud security and auditor needs, 
we deliver best in class analytics, alerting, and visualization on how to keep your cloud databases 
secure. At our core, SecureCloudDB operates on innovation, inclusivity, individuality, and respect - it’s 
what drives us to deliver cybersecurity solutions with you in mind. 

SecureCloudDB was founded by a team of expert software developers and engineers with more than 
60 years of experience building monitoring and security solutions. The firm is headquartered in 
Rochester, NY and has offices in Reno, NV and Seattle, WA as well as the UK and Argentina. 
SecureCoudDB is the only security tool that empowers users to manage cloud database risk.
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