
A Breach-Proof Public Cloud 
Database Security Program
Considerations for establishing and maintaining successful security practices in the cloud

www.SecureCloudDB.com  |  White Paper  |  November 2020

http://www.SecureCloudDB.com


2

Contents

Introduction

Key Components of Database Security in the Cloud

1. People, Policies and Plans

2. Configuration

3. Asset Discovery

4. Vulnerability Assessments

5. Remediation

6. Activity Monitoring

7. Alerting

8. Reporting

Considerations for Selecting Security Service Providers

Conclusion: Plan For Failure; Design For Success

Security Support

http://www.secureclouddb.com


3

Introduction

Perhaps you’ve inherited an existing cloud infrastructure that doesn’t have a formal security program in 
place. Maybe you’ve cobbled together a security plan using a myriad of tools because you’ve just recently 
moved to the public cloud. Or worse yet, you’re doing everything - from making sure encryption is turned 
on and IAM policies are in place to checking for public access points - manually on your own. 

No matter the scenario, every organiztaion using the public cloud will benefit from a database security 
program that is intentionally crafted to address cloud dynamics and that factors in processes, tools and 
people.

Nothing underscores this more than the 2019 data breach and subsequent $80 million civil penalty 
levied against American bank holding company Capital One. In 2019, more than 100 million credit card 
applications containing sensitive data were leaked. A little over a year later, the Office of the Comptroller 
of the Currency (OCC), an independent bureau of the U.S. Department of the Treasury, assessed the fine 
against Capital One, N.A., and Capital One Bank (USA), N.A. According to the OCC news release: 

The OCC took these actions based on the bank’s failure to establish effective risk assessment 
processes prior to migrating significant information technology operations to the public cloud 
environment and the bank’s failure to correct the deficiencies in a timely manner. 

Strong risk management and internal controls are critical to securing cloud databases. Organizations 
cannot wait for a breach or fine to put proper protection measures in place. It is imperative to have a 
system to effectively protect sensitive information from the start. However, not all approaches are 
created equal. This paper outlines the eight components that are needed to formulate and apply a 
consistent, regimented cloud database security program that helps ensure data is only available through 
authorized access. 

Key Components of Database Security in the Cloud

It can be easy to assume Cloud Providers (CP) provide complete security. However, that is not the case. 
While CPs work to ensure the security of the infrastructure of their operating system, the organization 
that stores data on the provider’s infrastructure is required to secure and protect that data. CPs endorse 
a shared responsibility model.

In fact, Amazon’s Shared Responsibility Model makes it clear that AWS is 
“responsible for security ‘of’ the cloud” while AWS customers are “responsible 
for security ‘in’ the cloud.” Microsoft’s Azure Shared Responsibility Model 
states, “For all cloud deployment types, you own your data and identities. 
You are responsible for protecting the security of your data and identities, 
on-premises resources, and the cloud components you control (which varies 

“Security in the 
cloud is a shared 
responsibility.”

http://www.secureclouddb.com
https://krebsonsecurity.com/tag/capital-one-breach/
https://www.washingtonpost.com/national-security/capital-one-fined-2019-hack/2020/08/06/90c2c836-d7f3-11ea-aff6-220dd3a14741_story.html
https://occ.gov/news-issuances/news-releases/2020/nr-occ-2020-101.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.microsoft.com/en-us/azure/security/fundamentals/shared-responsibility
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by service type).” This means you cannot associate protecting 
and defending the environment with safeguarding the data in 
it; the organization, not the CP, is always accountable for data 
protection.

Storing data in the public cloud opens organizations up to risks 
unique to cloud computing. Poor visibility into databases and 
their backups, misconfigured APIs, and instances left open to 
the internet are just a few of the many cloud database security 
risks an organization might experience. 

To minimize risk and protect public cloud databases, a comprehensive approach comprising several key 
elements must be in place. At a minimum, an effective cloud database security program is built around 
the following eight components: (1) People, Policies and Plans, (2) Configuration, (3) Asset Discovery, (4) 
Vulnerability Assessments, (5) Remediation, (6) Activity Monitoring, (7) Alerting, (8) Reporting.

8 Key Components of a Breach-Proof 
Public Cloud Database Security Program

“You cannot associate 
protecting and defending 
the environment with 
safeguarding the data in it; 
the organization, not the 
CP, is always accountable 
for data protection.”

http://www.secureclouddb.com
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1. People, Policies and Plans

People
Create a people perimeter through security training. So many of the data breaches we hear about are 
attributable to human error. Mistakes range from inadvertently falling victim to phishing attacks to 
unintentionally misconfigured databases to an instance that was accidentally left unsecured. Security 
training is oftentimes an afterthought, but with the right curriculum and regularly scheduled sessions, 
you can strengthen your first line of defense - the employees who are responsible for helping create a 
safe environment. Effective security training and education can help reduce data leaks.

Every employee should receive security training when they onboard to the company or move to a new 
position, and at least once per year after that. The more frequent trainings or reminders there are, the 
more top of mind security can be (e.g. semi-annual cybersecurity trainings and more frequent password 
update requirements). Recognize that security training is not a one-size-fits-all approach. It’ll be most 
effective if it’s tailored to the specific requirements of a position or job function. Testing employees is a 
common way to confirm the level of employees’ security understanding and whether adjustments need 
to be made. 

Thought should also be given to how the organization portrays and stands behind security training. 
Oftentimes it is perceived as an annoyance, something that’s required but not deemed very important. 
Messaging around why it’s critical, backed up with incident data specific to your organization, could 
mean the difference between someone whizzing through the training with little thought versus taking it 
seriously. 

Policies
Security policies lay the groundwork for your cloud database security program by establishing what will 
be scanned and assessed. A good rule of thumb is to start by creating and documenting:

Compliance and Security Rules

It’s imperative that organizations amass and understand the policies the security posture of their 
databases are held to and judged by. 

Security rules measure compliance, define audits and are the backbone of assessments; applying a 
base level of industry standard rules, such as the Center for Internet Security (CIS) Benchmarks, is 
a good start. Custom rules add layers of defense and provide additional latitude for addressing your 
organization’s distinct security needs. At a minimum, every policy should include a comprehensive 
description, the rationale behind the rule, remediation instructions, and the source.

Pro tip: Tracking cloud database security issues or incidents can 
be used to help evaluate the effectiveness of training and drive the 
curriculum or training requirements going forward. 

http://www.secureclouddb.com
https://www.infosecurity-magazine.com/news/human-error-linked-to-60-of/
https://www.cisecurity.org/cis-benchmarks/
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The ease with which policies can be managed and customized will affect the amount of time and 
effort it takes to manage the security of your cloud databases. Consider modifying and segmenting 
policies by function and severity as well as regulatory and compliance requirements. Consider your 
vulnerability assessment when establishing the baseline security measures your databases will be 
tested against. 

Creating updated policies for new threats and adding additional policies to your arsenal is key 
to staying ahead of database threats. One of the benefits of using a third party tool to track and 
implement security policies is that rule updates can be automatically added and new rules can be 
automatically applied. The best vendors will allow organizations granular control in accepting the 
updates as well as modifying the rules. 

Vulnerability Assessment Policy

Vulnerability assessments identify, quantify, and prioritize the vulnerabilities in a public cloud 
database environment. They help prevent attackers from exploiting security gaps by pinpointing 
risks and providing remediation steps. At a minimum, map out a frequent and robust  assessment 
policy. (More on vulnerability assessments later).

Cloud App Deployment and Use Policy

With cloud computing, departments self-provision and deploy resources. Users can relocate 
sensitive data into locations that aren’t ideal for storing sensitive data. In the blink of an eye, the data 
an organization is responsible for can be spread across different geographies and into a myriad of 
insecure locations. It’s advisable that organizations establish a cloud app deployment and use policy 
that integrates with employee training and the organization’s overall security plan. 

Plans
Even the best laid plans may go awry. In the event that something breaks down along the way and a 
breach does indeed occur, it is prudent to have an incident response plan at the ready. Not only is it good 
practice to prepare for failure, it’s a core requirement of GDPR and other standards.

First and foremost, recognize that your incident response plan for the cloud will have to differ from  your 
traditional on-prem data center plan. Considering incident response requirements as DevOps and cloud 
architecture teams build cloud environments may facilitate automated and coordinated responses. 
Additionally, user roles, controls, applications in use and what response teams will need access to will 
need to be considered. Users should also consider the benefits of employing greater automation as the 
cloud, unlike data centers, facilitate its use. 

Distinguish between what your Cloud Provider is responsible for versus what you’re responsible for. 
Understanding the alerting and support your CPs provide in the event of breach will help eliminate any 
coverage gaps. 

http://www.secureclouddb.com
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A well mapped incident response plan designates response teams to ensure action can be taken 
quickly and with purpose. Don’t think in silos when crafting the response plan; look across the entire 
organization to determine who can best contribute. Because cloud environments are not constrained, 
consider geographies in addition to responsibilities. Plan for any hurdles that may disrupt a coordinated 
response effort. If roles have been determined and employees understand what they are required to 
contribute, everyone can act faster and more effectively. 

Directives should include the tools, technologies, and communications needed to ensure business 
continuity. A pre-established checklist is useful in laying out and prioritizing the requisite actions. 
Amazon’s recently released AWS Security Incident Response Guide is a helpful resource that covers the 
fundamentals of managing security incidents related to your cloud environment. 

A thorough, coordinated incident response plan can prevent costly delays, foster customer confidence, 
support business continuity and minimize impact. Re-evaluate the plan annually at a minimum and 
whenever new technology is implemented or significant organizational changes are made.

2. Configuration

When considering configuration, users should 
again look to the old, but still relevant, security 
concept of defense in depth. Best practices 
for risk reduction when configuring databases 
include, but are not limited to:

• Limiting user access and verifying trust

• Managing users with least-privilege 
policies so as to avoid unwarranted access 
and reduce the potential for misused or 
compromised data 

• Classifying databases by the acceptable 
level of risk for each database in order to 
know where to focus efforts

• Encrypting data at all times and setting 
up access controls to limit employees’ 
exposure to customers’ sensitive personal 
information 

• For access management/IAM systems, 
keeping IAM rules as simple and 
straightforward as possible to minimize 
access points

“Public clouds provide fine-grained 
access controls over network traffic 

and very robust micro-segmentation. 
This is great, but it also means 

organizations need the expertise 
to evaluate proper configuration. 

Consider a typical AWS environment 
- there are Network ACLs, Security 

Groups, DB Security Groups, and 
then at the database level there are 
numerous configuration options to 
enable network access. All of these 

options need to be addressed in 
order to get the true network access 

controls correct.”

http://www.secureclouddb.com
https://d1.awsstatic.com/whitepapers/aws_security_incident_response.pdf
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In the public cloud, it can be tricky for organizations to track and confirm configurations. Automating 
access management ensures key factors such as provisioning, de-provisioning, authentication and 
authorization, and administration are executed in repeatable ways that aren’t prone to human error. 
But setting up the automated process for public cloud databases comes with challenges; this is why 
it’s crucial to double check these configurations. As with anything, the more complicated it is, the more 
likely it is that a mistake will be made. That is why you want to employ multiple layers of security. 

While it’s always possible to test on a development environment before running in production, beware 
that many data leaks are the result of misconfigurations, or even forgetfulness, when it comes to 
shutting down clones or copies that were created to support, develop or test new environments. This is 
yet another reason why regular, automated scanning of your environments to check for vulnerabilities is 
advised.

3. Asset Discovery

Cloud databases can be moving targets, making it tough to know where databases and their backups 
exist. Simply put: you cannot secure data if you do not know if or where it exists. Thus, the extent 
to which an organization can keep track of the data it is responsible for, the better chances it has of 
protecting it. 

A Thorough Cloud Database Security Program Covers More Than Just “Databases” 
What is a “cloud database”? The answer may be expanding and it’s worth considering when building a 
cloud database security program. Recognizing and accounting for cloud dynamics in database security 
is integral to creating an effective security program. In the cloud, the nature of databases has changed. 
Consequently, one could argue that the definition of a database is different in the cloud than it is in an 
on-premises data center; that a cloud database is whatever an engineering team dreams up and maps 
out. 

This means one might consider Amazon Simple Storage Service (Amazon S3) with Amazon Athena to be 
a database although Athena is a query service that enables data analysis directly from S3 using standard 
SQL and Amazon S3 is an object storage service that houses data. Another might consider Amazon 
Redshift, “the most popular and fastest cloud data warehouse” a database (while others would argue 
that a database records data while a data warehouse is used to analyze it). Even Cloud Economist Corey 
Quinn has been known to call out Amazon Route 53 saying, “I frequently joke on Twitter about my favorite 
database being Route 53, which is AWS’s managed database service.” Although Corey’s comment is 
made in jest, it’s hard to deny that Route 53 is a key-value store. 

The point here is not to get into semantics, but rather to underscore the importance of securing data 
across all services and your entire environment in the cloud, especially because on demand access 
means instances can spin up and down on their own. It’s necessary to expand protections beyond 
“databases” to include services such as AWS RDS, DynamoDB, or Elasticsearch so that your security 

http://www.secureclouddb.com
https://aws.amazon.com/s3/
https://aws.amazon.com/athena
https://aws.amazon.com/redshift/?whats-new-cards.sort-by=item.additionalFields.postDateTime&whats-new-cards.sort-order=desc
https://aws.amazon.com/redshift/?whats-new-cards.sort-by=item.additionalFields.postDateTime&whats-new-cards.sort-order=desc
https://www.lastweekinaws.com/podcast/aws-morning-brief/whiteboard-confessional-route-53-db/
https://www.lastweekinaws.com/podcast/aws-morning-brief/whiteboard-confessional-route-53-db/
https://aws.amazon.com/route53/faqs/
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program can reflect all potential attack surfaces. 

Asset Discovery and Inventory
On account of the ephemeral and short-term nature of the cloud, it is not uncommon for an organization 
to be unaware of what data they actually have and where it is stored. Additionally, because of the 
capacity for users to self-provision, security team visibility into public cloud environments can be 
opaque when compared to on-premises data centers, especially if multiple cloud accounts are used. 
Add to that poor tagging practices resulting from lack of oversight on on-demand capabilities and it can 
be really tough to track assets down and ensure nothing is missed.

Regularly running scans to identify and inventory 
public cloud databases will enable you to locate 
all assets, which will serve to strengthen your 
security posture, protect against breaches, and 
support audits. This is where it pays to include 
multiple cloud services. How can you protect 
what you don’t know exists? Asset discovery must 
be an ongoing process in order to detect when a 
database or asset is added, deleted or changed.

Ultimately, when you look at your inventory, you 
need to be able to see what it looked like over a 
period of time as well as today. For example, were 
all the nodes in the cluster properly secured and 

were any accessed or attacked, even if that particular node no longer exists. Employing an automated 
system goes a long way in accurately capturing all databases and their activity (more on that later). In 
fact, given the dynamic and ephemeral nature of cloud environments, it’s practically a requirement. APIs 
can be used to gather and update the inventory and maintain a full historical context. Ideally, you want to 
minimize opening up access to your databases in unsafe ways. Users should, therefore, consider tools 
that simplify the process by leveraging the providers’ APIs with a non-invasive, light-weight proxy such 
as a self-updating, zero touch agent for more detailed analysis and Data Activity Monitoring (DAM). Short 
list tools that are made specifically for the cloud because they are designed to scale to thousands of 
accounts and hundreds of thousands of databases. Best practices suggest locating and securing critical 
databases first.

4. Vulnerability Assessments

Ideally, a data breach will not be the signal that your databases are at risk. Unfortunately, however, 
that’s all too often the case. We wouldn’t regularly hear about data leaks if organizations knew there 
was a vulnerability that needed to be fixed before the breach occurred. This is where vulnerability 
assessments come in.

Pro tip: Create an inventory in 
the public cloud by collecting 
the list of cloud accounts (along 
with read-only credentials for 
each account) and querying the 
APIs for each of the different 
possible database types. 
Employing automated tools or a 
third party vendor ensures that 
this process is both efficient and 
inclusive.

http://www.secureclouddb.com
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These assessments should be run regularly against all public cloud databases and backups because the 
cloud is dynamic and agile; the larger your environment and the more that it changes, the larger your risk 
profile grows. 

Once your security configuration baseline has been established and you’ve gathered a complete 
database and access inventory, a vulnerability assessment comprising the following steps can be run.

Vulnerability Assessment Steps
1. Scan for vulnerabilities - given the ephemeral nature of the cloud, it is nearly impossible to 

check every database and backup against security guidelines manually; this process has to be 
automated

2. Document the security infrastructure as well as internal and external access

3. Evaluate found vulnerabilities 

4. Specify risk levels; consider data sensitivity, the likelihood of someone exploiting the 
vulnerability and business impact

5. Prioritize issues to be fixed - any sensitive data that’s at risk because of a critical 
vulnerability should receive the highest priority

6. Implement the remediation process

Confirm Configurations
Areas to check include, but are not limited to:

Authentication / account access management
• Exploitation of privileged accounts
• Guest or public roles
• Roles that should have expired
• User rights
• IAM users in AWS accounts

Audit logging
• Is it enabled?

Clusters
• Behind VPC
• Backup retention set

Pro Tip: Tag databases by the business functions they support in order 
to clearly delineate any business processes that are, or were, at risk. 

“IAM users become an additional 
attack vector for databases.

   

If an attacker gains control of AWS 
credentials, the capabilities of the AWS 

control plane can be used to reset the DBA 
password or take a complete copy of the 
database, download it offline, and crack 
passwords or access the data indirectly. 

   

It’s crucial to understand if someone left your 
organization and retained access. Imagine 

some developer had an IAM user in one of the 
many AWS development or test accounts. 

   

When that person left, 
was a backdoor left open?”

http://www.secureclouddb.com
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Domain
• Has access policy set
• Is not publicly available 

Encryption
• At rest and in transport
• Cluster data transfers
• Endpoints using CMK with KMS

Network configuration

Passwords
• Strength
• Use of defaults or weak passwords 
• Out of the ordinary changes
• User access rights and roles

Security of backups

Updates and patches
• Are they enabled?

Besides being good practice, vulnerability scanning and management help achieve compliance with 
standards such as PCI DSS, GDPR and ISO 27001. Although some standards don’t explicitly state 
that vulnerability assessments are required, they often do mandate that organizations implement 
appropriate security measures, test controls, and mitigate risk. (We believe vulnerability assessments 
are a more effective way of determining database security in the cloud, than say, penetration tests.)

While scans for on premises databases are often set to match cycles corresponding with a particular 
policy, given the ephemeral nature of the cloud, we recommend running automated vulnerability 
assessments regularly, ideally scanning daily. This allows prompt action to be taken on the most severe 
issue in order to minimize the potential for data breaches. 

Automating the assessment process promotes operational consistency, allows organizations to scan 
the entirety of their environment, and helps ensure accurate results. What’s more, it saves organizations 
money in the long run because it provides a way to bypass breaches. Use security tools designed 
specifically for the cloud to assist with vulnerability assessments. Look for vendors who go beyond 
checking for standard misconfigurations and allow for customization. For example, many third party 
tools will rank vulnerabilities by severity. However, what one organization deems to be high severity 
another may deem to be medium or low. Additionally an organization may not agree with the rationale 
behind the severity ranking of a vulnerability. Look for vendors that allow you to customize the severity 
of vulnerabilities in addition to the standard ranking.

Pro Tip: Default passwords and lax 
requirements as well as demo and 
test accounts are often used because 
they speed up initial setup. Don’t do it. 
While trading security for time is not 
uncommon, it’s poor practice because 
these vulnerabilities will ultimately need 
to be reconfigured.

http://www.secureclouddb.com
https://www.secureclouddb.com/blog/penetration-tests
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5. Remediation 

According to the National Cyber Security Centre, the UK’s independent authority on cyber security: 

Having an approach to identify baseline technology builds and processes for ensuring 
configuration management can greatly improve the security of systems. You should develop 
a strategy to remove or disable unnecessary functionality from systems, and to quickly fix 
known vulnerabilities, usually via patching. Failure to do so is likely to result in increased risk of 
compromise of systems and information.

News story after news story put misconfigurations at the center of why data was exposed and 
customers sued companies or companies were fined. Misconfigurations are the major risk factor for 
public cloud databases and vulnerability assessments help bring them to the surface so they can be 
fixed. Promptly and effectively adjusting the controls currently in place is key to shrinking your attack 
surface and staying ahead of data breaches. 

Accordingly, after identifying potential vulnerabilities, putting a remediation process in place is a must. 
Requisite steps to take include the following.

Remediation Process
1. Determining steps to fix each item

2. Taking corrective action

3. Testing the fix to ensure it doesn’t have negative ripple effects

4. Examining the fix for compliance

5. Recording the outcome and logging exceptions 

6. Comparing results to prior scans to verify that vulnerabilities have been addressed

7. Reporting on results and exceptions to management

The steps to fix each item will depend on the vulnerability but could include: 

• Modifying configurations

• Deactivating the vulnerable process or functionality

• Removing at risk components

Proactively Reduce Risk
Users should proactively reduce their exposure to vulnerabilities rather than waiting for the 
vulnerabilities to be identified during an assessment (or by auditors). Downsizing the amount of 
privileged users, roles, and accounts, requiring two-way authentication, and isolating sensitive assets 
are a few examples of tactics that can be taken. Masking data and redaction are other ways in which 
sensitive data can be protected. 

http://www.secureclouddb.com
https://www.ncsc.gov.uk/collection/10-steps-to-cyber-security/the-10-steps/secure-configuration
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As well, purging and truncating data could be considered one of the best ways to secure it because data 
cannot be compromised if it does not exist. Only keeping data for as long as it’s needed also speaks to 
compliance with regulatory requirements. For example, the GDPR stipulates that an organization can’t 
store data for longer than it is needed and that the data should be deleted after its predefined purpose 
has been served. This can pose a challenge in the cloud, as the original data can be stored in one location 
and backups in another, making it difficult to know if these data deletion steps have been properly 
followed. Users should create a strict data retention policy that includes setting expiration dates for 
data and adequately destroying it on the designated date. Cross reference inventory and log activity to 
ensure the data has been eradicated. 

Again, whenever possible, automate the remediation process; automation brings efficiency to the 
remediation process.

6. Activity Monitoring

Oftentimes, an organization is notified they’ve been the target of a data breach - they don’t always find it 
themselves. Whether it’s by way of vigilantes or good knights combing the internet and the dark web to 
uncover breaches, notify the organizations, and protect the people, there is usually a time lag between 
when a leak takes place, when it is discovered and when it is disclosed.

This is why Database Activity Monitoring (DAM) is a critical 
component of any security program. Unlike log analysis or audits, 
which provide perspectives in the past tense, DAM is real-time 
activity monitoring that empowers organizations to stop malicious 
activity before real damage is done. It helps narrow the time 
between when an incident occurs and when action is taken in 
response. In fact, monitoring is often a stipulation in regulatory 
standards and DAM helps organizations achieve compliance.  

Pro tip: Downsize your attack surface by setting up separate 
accounts with distinct credentials on individual networks; in doing 
so, you isolate each environment (e.g., development, staging and 
production) and create multiple hurdles an attacker would have 
to cross before compromising an entire system. Moreover, you 
hedge against a misconfiguration in one account affecting another 
account. A bonus of establishing separate accounts is that you’re 
able to attribute cost by environment. 

Pro tip: DAM helps 
rapidly identify 
and mitigate the 
damage of data 
breaches and hacks 
by tracking user 
activity logs. 

http://www.secureclouddb.com
https://www.washingtonpost.com/news/the-switch/wp/2017/09/08/why-it-can-take-so-long-for-companies-to-reveal-their-data-breaches/
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Database visibility is key to being able to detect anomalies in activity. Beware of tools designed for on-
premises data centers; while ingesting audit logs, proxying network traffic, and even reading memory 
logs to find SQL statements work for data centers, they are inadequate in the public cloud environment. 
Databases systems such as Amazon Aurora and Amazon Redshift require new methods to access logs 
files. DAM in the public cloud must shift and adjust as nodes in a cluster shift and adjust. Systems like 
Amazon DynamoDB require monitoring the AWS APIs. DAM needs to be capable of handling Amazon RDS 
Multi-AZ deployments. Attempting to monitor network traffic in a public cloud is very messy and simply 
won’t scale properly. 

Employ a cloud-native tool that synthesizes activity from across all databases and services to 
comprehensively answer the who, what, where, when and how of an action. The tool should be 
integrated with your inventory tracking to ensure that new databases are properly monitored.  Consider 
how activity is tracked and where the results are stored. Make it a priority to use a tool that securely 
stores activity in servers outside of the database. Once enabled, DAM should run continuously.

7. Alerting

What would any security program be without alerting? Serious threats need to be identified before 
they wreak havoc on your environment. Alerting enables teams to respond without delay. Yet, it’s easy 
for individuals to suffer from alert fatigue and dismiss or delay responses. This is why it’s so important 
that business units be able to filter out the noise and fine tune the alerting structure based on their 
environment and specific needs. This empowers you to focus notifications on what truly matters. 
In addition to crafting your own alerts, it’s also advisable to have out-of-the-box alerts that cover 
foundational security basics. 

Establish and document your alerting process.  Is 
it clear how alerts should be handled and who 
is responsible for what? Who is accountable? 
Documenting this minimizes confusion and creates a 
faster resolution route by streamlining the process. 
Make the process editable in real-time; the cloud is 
agile and teams need to match that agility with their 
own ability to pivot. 

When drawing up the alerting process, consider: 

• Using custom tags

• How often the alert should run

• Who should receive the alert and the process they should follow when an alert is received, 
including relevant escalation policies

Pro tip: Don’t make it easy 
to ignore alerts (i.e., don’t 
use automatic rules or email 
filters that you can neglect). 
Set them up correctly and you 
won’t suffer from a barrage of 
inconsequential notifications.

http://www.secureclouddb.com
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• How long to store the alert

• What to title the alert - it’s especially helpful to enter a clear description of what the alert is 
checking for so it’s obvious what the alert policy is intended to raise awareness about

Not every misconfiguration or vulnerability has the same risk level. Not all data requires the same level 
of protection. Prioritize alerting based on the level of importance. Use tags and naming conventions to 
clearly convey groupings. At a minimum, every alert should include: 

• A timestamp

• The status - e.g., if it’s open or has been closed

• The level of severity 

• The policy the activity is evaluated against

• The activity that triggered the alert

• Who is responsible for addressing the notification

Be sure each alert and the action that was taken in response is recorded for compliance, audit and 
tracking purposes. 

When it comes to evaluating alert tooling options, pay attention to alerting integrations and which 
software offers the integrations that will best fit your existing processes (e.g., slack, text, pagerduty, 
email, etc.). A centralized dashboard should consolidate alerts from across all databases by cloud 
provider and service. Consider the ease with which users can segment, categorize and search alerts. 
Searchability should come standard. To help subdue an ever expanding volume of security notifications, 
determine whether you are able to suppress nonessential alerts by using custom rules, tags or severity 
levels. Additionally, understand the potential for false positives and how they’re addressed.

8. Reporting

Today, it’s not enough for an organization to focus its efforts solely on passing an audit. Given the 
increased number of cloud databases an organization is responsible for, and their ability to spin up and 
down in a mere matter of days or weeks, achieving point-in-time compliance is only a fraction of what it 
takes to establish a strong security posture.  

Organizations must understand all the security details they collect in order to prioritize actions based 
on level of severity, document the plan and verify changes. But with so much raw data coming from the 
cloud, it can be hard to process it, much less make sense of it. Yet, the key is transforming it into usable 
information. Again, this bears repeating: among the most difficult issues with cloud security is the 
availability of too much, rather than too little data.

http://www.secureclouddb.com
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Third party reporting capabilities solve the data 
collection and interpretation conundrum in addition 
to preparing organizations for audits. It’s imperative 
to understand how a security tool transforms your 
information into valuable reporting. Consider what 
intel would be of most value not only to you and your 
team, but also to other areas of the organization. We 
recommend looking for reporting that addresses:

• Database security status, including a full 
violations history across all accounts

• Data sovereignty - where databases and 
backups are located around the world, across all 
accounts

• The organization’s encryption posture 

• Risk across services, accounts, and regions

• Changes to your databases and backups

• Database activity including most active users, most active databases, and activity details 

• User privileges

Ensure both a past and present perspective is provided via summary and detailed views so that the 
security posture can be easily communicated to both technical and non-technical stakeholders in a 
consistent, repeatable format. Automated reporting does the heavy lifting for you by distilling terabytes 
of information down to confirm what information is secure, establish where problem areas exist and turn 
issues into actionable items.

Communication is critical to managing vulnerabilities. Reports should be shared with senior 
management and decision makers (as noted, this may also help with security training). Look for tooling 
that allows you to share reports with the click of a button.

Considerations for Selecting Security Service Providers

Establish your baseline requirements for cloud security service providers. Consider what policies 
are most important to your organization, if they are adequately covered by the vendor and whether 
customization is an option. Additionally, assess how information is gathered and stored as well as the 
level of work needed to integrate with your system and processes. 

“It’s very important to ensure actions 
within the database are recorded so 
that if (when) an attack occurs, it is 
possible to track down the source of the 
attack and the extent of the damage. 
Different database types have disparate 
auditing systems and logs. Some are 
more robust than others. Understanding 
the limits of each, what’s appropriate 
and necessary, and how to enable 
reporting is another complex task that 
requires deep understanding of each 
available option.”

Pro tip: The number of policies a product currently has is less 
important than the vendor’s ability to consistently deliver the most 
relevant new rules and policy updates. 

http://www.secureclouddb.com
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Sample questions to ask include:

• Is the tool designed specifically for the cloud or is it being retrofitted? 

• How many security functions does the tool address? Do I need one tool or multiple tools?

• How is data presented? How detailed does reporting get? Summary vs. granular reports

• What types of reports are available? Audit, compliance, security/incident, technical and non-
technical reports?

• Is trend analysis included?

• How are reports distributed?

• Does the vendor provide real-time activity monitoring and alerting?

• What type of data is collected and stored? Raw data vs. snapshot in time vs. policy violations vs. 
reports. Historical data vs. current data.

• How is data retrieved? 

• How long is data stored and is it encrypted?

• Is the tool easy to use?

• What alerting integrations are available? 

• Will using the tool save me more money in the long run?

 

Conclusion: Plan For Failure; Design For Success

There’s no shortage of ways to access data without authorization. Organizations must identify gaps in 
their security posture both internally and externally, quantifying risk as they go, in order to determine 
remediation measures and fortify their defense. Only by knowing how and where data is vulnerable can 
organizations continually mitigate risk and truly understand the overall effectiveness of their security 
posture. Automating as much of the process as is possible will enable operational consistency and 
increase security. A culture of security consciousness and a combination of training and tools are 
required to strengthen an organization’s collective understanding of how data could be accessed and the 
steps to take to protect it. 
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Security Support 

SecureCloudDB has been built to address the unique risks presented within a cloud environment. 
It offers both Foundational security in the form of asset discovery and secure configurations and 
Operational Security in the form of database activity monitoring (DAM). Both come with prebuilt and 
customizable rules, reports, and alerting SecureCloudDB also delivers users a proprietary security 
score based upon four separate security areas to help support constantly evolving and improving 
organizational security.  

With SecureCloudDB, users can instantly:

• Apply a robust catalogue of security rules collected from CIS, AWS, industry experts, and global 
security leaders

• Locate and properly configure and protect all databases and backups 

• Identify and mitigate vulnerabilities with the Security Violations Assessment 

• Take the guesswork out of fixing issues with remediation guides

• Stop attacks in their tracks with real-time Database Activity Monitoring and alerting

• Track risk by category and in aggregate to benchmark risk levels and demonstrate improvement 
as security increases.

• Take advantage of time-saving and easy-to-use dynamic dashboards and reports. 

We provide all of this by leveraging both the cloud providers’ APIs and our own light-weight proxies in the 
form of a self-updating, zero touch agent that does not require opening up access to your databases in 
unsafe ways. These simple proxies push security data safely from the database and are rolled out using 
one-click CloudFormation Templates. True “Zero Knowledge” and non-intrusive techniques are utilized. 
All checks are performed externally without elevated privileges and the target cloud database is not 
affected. 

The team behind SecureCloudDB has more than 60 years of experience building and running security 
solutions and prides itself on solving the biggest problem in public cloud: keeping valuable data safe.

Improve your security posture today with a free trial.

http://www.secureclouddb.com
https://app.secureclouddb.com/a/free-trial-registration


About SecureCloudDB

Cloud security is constantly evolving. In fact, 84% of organizations say traditional security solutions 
don’t work in cloud environments. We see that as an opportunity to help. 
 
At SecureCloudDB, we pride ourselves on solving the biggest problem in the public cloud: keeping 
valuable data safe. We believe there is a better way to do cloud database security; a more valuable, less 
invasive way where customer trust is earned and kept. Focusing on cloud security and auditor needs, 
we deliver best in class analytics, alerting, and visualization on how to keep your cloud databases 
secure. At our core, SecureCloudDB operates on innovation, inclusivity, individuality, and respect - it’s 
what drives us to deliver cybersecurity solutions with you in mind. 
 
SecureCloudDB was founded by a team of expert software developers and engineers with more than 60 
years of experience building monitoring and security solutions. The firm is headquartered in Rochester, 
NY and has offices in Reno, NV and Seattle, WA as well as the UK and Argentina. SecureCoudDB is the 
only security tool that empowers users to manage cloud database risk.

  
              www.SecureCloudDB.com

*Crowd Research Partners.

*
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http://www.SecureCloudDB.com
https://crowdresearchpartners.com/portfolio/cloud-security-report
https://www.youtube.com/channel/UClS5ge88AIcqLugNS_2pguA/
https://www.linkedin.com/company/SecureCloudDB
https://twitter.com/SecureCloudDB



